
Unleashing the power of creators, innovators, 

and craftsmen in protecting our Nationôs interest
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COMPANY OVERVIEW

Markesman Group (MG) founded by analysts Daniel Markes and 

Alex Wang from both government and civilian communities to 

create the future faster for our nation

Å Provide premier services and solutions through our drive to 

provide best ïin class services and disruptive technologies 

Å Performance -oriented culture enabled by a continuous 

process improvement model that yields efficiencies and 

rapid capability development for both customer and 

company 

Å Technology, science, and intelligence solutions integrator 

dedicated to providing services driven to support defense, 

intelligence, civil and commercial sectors

MG evolving to match needs/requirements of modern warfare
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CORE COMPETENCIES

Cyber Security

Integrating Intelligence, Cyber and Information 

Technology operations to counter emerging 

threats and capabilities to our clientsô critical 

infrastructures

Intelligence

Enterprise IT

Information Superiority
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CYBER 
SECURITY
Provides cyber security 

services that translate 

information superiority into 

competitive advantage 

through both compliance 

and effects -based 

processes and 

technologies

Markesman Proprietary



CYBER SECURITY

Cyber Operations
Defending information networks and protecting priority missions, through real -time 

detection, triage and discovery of adversary tactics, techniques, and procedures

Å Intrusion Detection & Prevention

Å Incident Response & Analysis

Å Cyber Terrain Hardening & Defense

Å Cyber Intrusion Recovery

Å Network Vulnerability 

Assessment & Mitigation

Cyber Analytics
Monitoring network activity through data aggregation and attribution to proactively 

assess security posture

Å Database and Infrastructure Engineering

Å Data Science (Statistical, Machine Learning)

Å Data Visualization (Prototyping and Front-End Development)

Å Custom Software and Analytic Development (Python, Shell, C/C++, PIG, SQL, 

PHP, Java)

Å Natural Language Processing

Å Dataflow Solutions and Management

Cyber Mission Support
Providing analysis and planning support to offensive and defensive cyber operations

Å Target Capabilities Analysis & Subject Matter Expertise

Å Mission Planning, Training & Readiness

Å Critical Process & Response Development

Å Tools/Systems Engineering

Å Communications Security & Encryption

Å Computer Network Operations Prototyping
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Å Forensic Network Security

Å Foreign Language Analysis

Å Cyber Threat Hunt

Å Media Forensics

Å Advanced Persistent Threat Analysis

Å Computer Network Exploitation (CNE)



CYBER SECURITY

Incident Response and Analysis

Developed first -ever DoD approved Insider Threat 
System

ÅFused analytic expertise with cybersecurity tools in seeking out 

threats to clientsô critical infrastructures

ÅWorked in concert with reporting and requirement build out in 

preparation of deployment

ÅSolutions for clients through both indicator & reputation -based 

detection to distinguish the intent behind actions

First DoD deployment of an Insider Threat Program

Cyber 

Operations
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CYBER SECURITY

Cyber Terrain Hardening

Created customized signatures to fine -tune 

networks providing an additional critical ñdefense 

in depthò layer 

ÅProactive prevention, detection and response ensures 

network functionality and maintains a constant as bad 

actors attempt to breach systems on a continuous basis

ÅMonitors, responds & deconflicts DoD networks, across 

classification levels ensuring maximum -security posture

Markesman consistently trusted to innovate to 

protect DoD networks

Cyber 

Operations
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CYBER SECURITY

Computer Network Exploitation

Trusted source of subject matter expertise for 

Computer Network Operations

ÅUtilized cutting edge computer network exploitation 

techniques to provide critical intelligence collection 

capabilities against government partner -specified 

mission targets

ÅCultivated deep insight into nation -state level advanced 

persistent threat actor tools and techniques to enable 

both defensive and offensive computer operations 

against highly capable cyber actors

Enabling mission success through advanced 

cyber operational expertise and capabilities
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Cyber 

Operations



CYBER SECURITY

Computer Network Operations Prototyping

Built and deployed prototype computer network 

exploitation infrastructure to automate discovery 

of vulnerable IoT devices

ÅLeveraged subject matter expertise in vulnerability 

identification and network exploitation to build a custom 

tool for large scale identification of vulnerable IoT devices at 

a global scale

ÅAutomating this previously time -consuming process 

allowed cyber operators to greatly increase the amount of 

time they could spend on facilitating mission success

Providing innovative, customized solutions to 

complex cyber challenges
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Cyber Mission 

Support



CYBER SECURITY

Cyber Mission 

Support

Subject Matter Experts

Trusted government partner with migration into 

a variety of cloud environments

ÅBenchmarks fiscally sound and enduring security 

posture in an austere period of budget concerns while 

enabling and enhancing mission effectiveness

Tools/Systems Engineering

Leading development of state -of -the-practice 

security controls and control enhancements

ÅEfforts critical to threats, risk management planning as 

concerns over Industrial Control Systems (ICS) 

and Supervisory Control and Data Acquisition 

(SCADA) systems are being leveraged as focal points for 

attack vectors 

Anticipating nefarious actors on the modern 

battlefield
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CYBER SECURITY

Cyber Mission 

Support

Tools/Systems Engineering

Critical role in the design, engineering, and rollout of 

an innovative NextGen ticketing system

ÅProvided a significantly streamlined system effectively replacing 

Remedy, the 'de facto' standard of many DoD agencies and 

combatant commands

ÅMG experts consistently óleaned onô by government decision 

makers to test and evaluate new capabilities for defensive 

posture enhancement

Creates and resolves incidents faster with proactive 

incident matching
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ENTERPRISE 
IT

Supporting the 

development, operation, 

and maintenance of 

robust, resilient, and 

reliable networks to meet 

the needs of our clients 

while exceeding the 

capabilities of 

our adversaries



ENTERPRISE IT

Network Management
Develops architectures and domain -specific 

integration frameworks for battlefield awareness, 

including the relationships between intelligence 

process, C2, and logistics 

System Administration
Develop, integrate, and maintain hardware and 

software for existing, emerging, and conceptual DoD 

multi -discipline ISR, cyberspace, targeting, PED, and 

computing technologies into the AF ISR Enterprise

Tier 3 Technical Support
Conduct fault management and monitor health and 

status of the network via the Government designated 

monitoring systems and provide status to Government 

representatives

Å Event Log Monitoring

Å Workstation VM Maintenance

Å Ticket System Maintenance

Å Patch Application

Å Server Monitoring

Å User Account maintenance 

Å Initiate and maintain trouble tickets using Serena ticketing system

Å Populates and examines trouble and error logs for troubleshooting 

and capturing metrics

Å Provides technical support for problem resolution or escalation

Å Comprehensive problem/solution support to critical weapons systems 

(DCGS) 

Å COMSEC responsibilities (SKL/KG knowledge)

Å Analyze & Isolate network problems

Å Monitors all nodes for operational integrity using HP OpenView

Å Logs all network issues and maintains a database for trend analysis

Å Provides technical support in data network planning, engineering, 

and design
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ENTERPRISE IT

Network 

Management 

Planning, Engineering and Design 

Partnering with Air Force on a 10 -year contract in 

first steps to evolve legacy architectures to realize 

goal of machine -to-machine warfighting advantage

ÅTurning legacy architecture in to fast/agile multi -domain 

capable networks within the Air Force Distributed Common 

Ground System (AFDCGS)

ÅEnabling the use of real -time -analytics relieving analysts of an 

incredible data burden by automating processes and 

applications needed to connect intel resources and systems

First Enterprise Warfighting AI tools available 

across AFDCGS - IOC Feb 20
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ENTERPRISE IT

System 

Administration

User Account Creation & Maintenance

Designed new 'Open Architecture' account 

initiative enhancing global distributed 
communication architecture

ÅRe-imagined processes at speed and scale across 

NIPR/SIPR/JWICS reducing backlog by 35%étripled 

throughput

ÅEnables emerging technologies and cross domain 

collaboration tools and partnerships for the distribution of 

intelligence products to meet ISR demands 

Critical to transition of $1B AF DCGS weapon 

system within the ñdigital departmentò
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INTELLIGENCE

Supporting full -spectrum 

ISR applications, 

services, platforms & 

sensors across all 

operational domains and 

classification levels, 

feeding a global 

information architecture


